Inteligencia Artificial 26(72) (2023), 202-222
doi: 10.4114/intartif.vol26iss72pp202-222

INTELIGENCIA ARTIFICIAL

http://journal.iberamia.org/

An intelligent approach for anomaly detection in credit card

data using bat optimization algorithm
Haseena S [, Saroja S 2, Suseandhiran N Pl Manikandan B 4!

134 Department of Information Technology, Mepco Schlenk Engineering College, India
’Department of Computer Applications, National Institute of Technology, Trichy, India
2activeroja@gmail.com

Abstract. As technology advances, many people are utilising credit cards to purchase their necessities, and the
number of credit card scams is increasing tremendously. However, illegal card transactions have been on the rise,
costing financial institutions millions of dollars each year. The development of efficient fraud detection techniques
is critical in reducing these deficits, but it is difficult due to the extremely unbalanced nature of most credit card
datasets. As compared to conventional fraud detection methods, the proposed method will help in automatically
detecting fraud, identifying hidden correlations in data and reducing the time for the verification process. This is
achieved by selecting relevant and unique features by using Bat Optimization Algorithm (BOA). Next, balancing
is performed in the highly imbalanced credit card fraud dataset using the Synthetic Minority over-sampling
technique (SMOTE). Then finally the CNN model for anomaly detection in credit card data is built using a full
center loss function to improve fraud detection performance and stability. The proposed model is tested with the
Kaggle dataset and yields around 99% accuracy.

Keywords: Credit card anomaly detection, imbalanced data, feature selection, optimization, neural network, loss
function

1 Introduction

Credit card fraud happens when a scammer uses your credit card number and pin, or a stolen credit card, to make
financial transactions on your account without your permission. Any individual, who uses a credit card that has
been revoked, cancelled, reported lost, or stolen with the purpose to deceive to gain something of value is
committing credit card fraud. Credit card fraud can also be committed by using a credit card number without
actually having the card. Because it is used in conjunction with identity theft, stealing a person's identity to obtain
a credit card is a more dangerous type of credit card fraud. The problem of credit card theft impacts the whole
consumer credit business. It's one of the most prevalent sorts of fraud, as well as one of the most difficult tasks to
detect [1].

Credit card fraud is a type of identity theft that involves the unlawful use of another person's credit card
information to make transactions or withdraw money from their account. When someone, a fraudster or thief, uses
your stolen credit card or the information from that card to make unlawful purchases in your name or take out
cash advances on your account, this is known as credit card fraud. There are two types of credit card fraud:
application fraud and transaction fraud [2]. Application fraud is related to identity fraud in that it occurs when
someone obtains a new card by using the personal information of another individual [3]. When a card is stolen or
a lost card is obtained to make fraudulent transactions, this is known as transaction fraud [4].

To address this issue, we need a system that can stop a transaction if it detects something suspicious. This
necessitates the development of a system that can track the pattern of all transactions and, if any pattern is
aberrant, abort the transaction. We now have a plethora of machine learning techniques that can assist us in
classifying unusual transactions. The only requirements are historical data and an appropriate algorithm that can
better fit our data [5].

Any credit card fraud detection system's main goal is to identify suspicious events and report them to an
analyst while allowing normal transactions to be handled automatically [6]. Financial institutions have been
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delegating this responsibility to rule-based systems that use expert-written rule sets for years. For the financial
business, detecting credit card fraud is a critical issue. These industries have suffered a great deal as a result of
fraudulent operations aimed at increasing income and losing customers' trust. As a result, these businesses must
identify fraudulent transactions before they become a major issue. Unlike other machine learning issues, the target
class distribution in credit card fraud detection is not evenly distributed. It's also known as the unbalanced data
problem or the class imbalance problem. However, they are increasingly turning to a machine learning method,
which can significantly improve the process [7].

The goal of this article is to develop a credit card fraud detection model that performs feature selection, data
balancing and deep representation learning to create effective representations of transaction behaviours. At the
same time, we hope that our model will be stable. There are numerous approaches to dealing with the issue of
class disparity. This study focuses on a new learning representation that can improve fraud detection performance
while also maintaining performance stability. As our representation learning model, we provide a deep neural
network that maps the original attributes of transactions into deep representations for reliably recognising fraud
transactions [8]. The acquired deep representations should, intuitively, optimise both intraclass compactness and
interclass separability at the same time. As the loss function of our deep representation learning model, we create
a novel function called Full centre loss (FCL).

Feature selection is performed to remove the unwanted features present in the dataset and to improve the
classification accuracy. The proposed method uses a Bat optimization algorithm (BOA) for selecting the features.
The echolocation behaviour of microbats with variable pulse rates of emission and loudness is the basis for this
bat algorithm. Xin-She Yang[9] created the Bat-inspired algorithm, a metaheuristic optimization method.

SMOTE (Synthetic Minority Over-sampling Technique) [10] is an oversampling technique that produces
synthetic minority class samples. It has the potential to outperform basic oversampling and is commonly utilised.
When the balanced dataset is trained and tested, by comparing the under-sampling and oversampling methods, it
was seen that oversampling techniques provided the best results [11]. SMOTE provided better results than other
sampling methods where it gave a 50% of fraud transactions equal to legal transactions.

The structure of this paper is as follows. Related research is reviewed in Section II. Section III describes the
existing credit card fraud detection model, in Section IV, we discuss the proposed approach for credit card fraud
detection, in Section V, experiments are made and in Section VI, a comparison and analysis of experimental
results are discussed. Finally, Section VII summarizes the conclusions of the study.

2 Related Works

Based on the divide-and-conquer concept, Zhenchuan Li et al., [12] presented a novel hybrid strategy to solve the
problem of class imbalance with overlap. A unique assessment criterion, Dynamic Weighted Entropy (DWE), is
proposed to evaluate the quality of the overlapping subset to attain good attributes. The Credit Card Fraud
Detection dataset from Kaggle was used in this experiment. The goal of DWE is to increase model efficiency
while minimising information loss and conserving time.

Javad Forough and Saeedeh Momtazi [13] proposed an ensemble model based on sequential modelling of
data using deep recurrent neural networks, Long short term memory (LSTM), and Gated Recurrent Unit (GRU),
as well as a novel voting mechanism based on artificial neural networks to detect fraudulent actions. Two datasets
are used: data from European cardholders in September 2013 and data from a Brazilian bank. On the Brazilian
dataset, LSTM beats GRU and ensemble model | as baseline models, with a recall of 71.44 percent.

In their study, Akila S and Srinivasulu Reddy [14] offers a cost-sensitive Risk Induced Bayesian Inference
Bagging model (RIBIB) for credit card fraud detection. A constrained bag formation method, a Risk Induced
Bayesian Inference method as a base learner, and a cost-sensitive weighted voting combiner are all part of
RIBIB's bagging architecture. Experiments are carried out on data from Brazilian banks. The proposed approach
has an accuracy of 86.9% and is less expensive.

A convolutional neural network (CNN) based method to identify fraudulent transactions was put out by Fu et
al. [15]. The input characteristics were turned into matrices, which were then processed into pictures. It was also
suggested to include a new function termed trading entropy to identify more intricate fraud patterns and boost
classification precision. A real-time fraud detection technique based on recurrent neural networks was suggested
by Wang et al. [16]. Many researchers use CNN in various applications [17-19].
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Suresh Kumar et al., [20] in their study seek to forecast the occurrence of fraud using different machine
learning algorithms such as support vector machine (SVM), k-nearest neighbour (KNN), and artificial neural
network (ANN). The Credit Card Fraud Detection dataset from Kaggle is used by the system. The proposed
technology has a 99.92 percent accuracy rate.

Honghao Zhu et al., [21] wanted to assess the effectiveness of several intelligent optimization approaches for
optimising a WELM in an unbalanced classification. On 14 imbalanced datasets, experimental results reveal that
the three optimised WELMs outperform the comparison algorithms in classification.

The fraud detection problem is phrased as a sequence classification task in Subudhiet al., [22], and LSTM
networks are used to incorporate transaction sequences. The research is based on a credit-card transaction dataset
collected between March and May 2015. The results of the experiments reveal that LSTM has higher prediction
accuracy than RF. There is much research that uses LSTM network in various application [23].

To overcome the problem of imbalanced data, Huang Tingfei et al., [24] presented an oversampling strategy
based on variational automatic coding (VAE) mixed with standard deep learning techniques. The VAE-based
oversampling strategy appears to help deal with imbalanced classification problems, according to the findings of
the experiments. There are additional drawbacks, such as the fact that this technology cannot be used in an
unsupervised environment. To detect fraud, Sikdar et al., [25] developed the IFDT C4.5 decision tree,
which uses intuitionistic fuzzy logic and the C4.5 decision tree. In this case, intuitionistic fuzzy logic aids in the
consideration of cognitive qualities of attributes, ensuring that valid transactions are not misclassified as
fraudulent and fraudulent transactions are not misclassified as legitimate. A Singaporean bank's data set was
employed, as well as a synthetic data set for evaluation purposes.

Fabrizio Carcilloet al.[26] presented SCARFF, a Scalable Real-time Fraud Finder that combines Big Data
tools (Kafka, Spark, and Cassandra) with a machine learning approach that deals with imbalance, non-stationarity,
and feedback latency. The results suggest that the system can withstand an incoming rate of 200 transactions per
second, which is a stunning outcome when compared to the present pace of 2.4 transactions per second.To detect
credit card fraud, Sanjeev Jha et al., [27] used a transaction aggregation technique in their study.

Before each transaction, transactions are aggregated to capture consumer buying behaviour, and these
aggregations are used for a model estimate to identify fraudulent transactions. Credit card fraud detection has
become one of the most popular topics in the fraud detection field in recent years, thanks to the steady growth of
e-commerce transactions. In general, fraud detection is difficult due to two major issues: Changes in the data
dynamic and class imbalance.

Credit card fraud detection has long been researched as a problem of class inequality. Resampling is a well-
known approach [28] [29]. A training data set can be balanced by eliminating some samples from the majority
class (i.e. under-sampling) or by creating some examples for the minority class (i.e., over-sampling). Ensemble
approaches, like bagging, boosting, and stacking, are also frequently employed to address the problem of class
imbalance. Another approach is to use cost-sensitive learning, in which different misclassification error costs are
applied to different classes, with a higher cost being assigned to a minority class in general. Aside from the
quantity imbalance, the spatial distribution of cases from various classes has a significant impact on the
classification results. Samples at the crossroads of majority and minority, for example, are more significant for a
classifier because they are more difficult to identify effectively. As a result, the Gaussian mixture under-sampling
approach is offered as a way to sample more informative cases and improve classifier performance.

The reason for the problem of transaction data dynamic change is that users' transaction habits are changing
and evolving. The distortion of the original transaction data distribution is caused by variations in consumption
seasonality and fraud trends. However, most fraud detection algorithms, such as Support vector machines
(SVMs), Random forests (RFs), and CNNs, assume that classes are balanced and data distribution is constant.
From 1990 to 2017, the literature gives a fairly thorough examination of credit card fraud detection technologies.
The majority of these strategies focus on merging several class imbalance processing methods to improve a
classifier's performance, but they ignore the problem of data dynamic change.

3 Methodology

This section describes the proposed system and its components in detail. Figure 1 depicts the proposed
system's schematic diagram.
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3.1 Feature engineering

Feature engineering [30-31] is the process by which knowledge of data is used to construct explanatory variables,
features that can be used to train a predictive model. Engineering and selecting the correct features for a model
will not only significantly improve its predictive power, but will also offer the flexibility to use fewer complex
models that are faster to run and more easily understood.

Before the card is recognised and suspended, a fraudster will try to abuse it as much as possible in a short
period. As a result, we should notice unusual transactions within a short amount of time. We will be able to detect
abrupt changes if we aggregate transactions [32] [33] over time to achieve this goal. The amount of the
transactions, whether it's the minimum, maximum, mean, or sum, can disclose a lot of information. Magnetic
stripe transactions are more vulnerable to fraud than chip or pin transactions. As a result, we may calculate an
aggregated sum per card based on the transaction type.

3.2 Feature selection-BAT
Engineers lead machine learning systems toward an objective through feature selection, which is a discriminating

process.
Algorithm: Bat optimization

Create the a; and b; bat populations (i =1, 2...., n).
Set the frequencies fi. pulse rates p; and loudness Ai to their default values.
While (n< Maximum number of iterations)
By adjusting the frequency. individuals may come up with different solutions.
[(10.1) to (10.3)] Update velocities and locations/solutions
If (rand >p;)
Choose a solution from the list of the best options.
Create a local solution based on the best option that has been chosen.
end if
Create a new solution by flying around at random.
if (rand <4;& flay) < fla+#))
Accept the new approaches.
Increase p; and reduce 4;
end if
Determine the current best a* by ranking the bats.
end while
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Feature selection can be important in optimising portions of what experts call the "bias-variance trade-off" in
machine learning, in addition to the idea of eliminating complexity from systems at scale. In our methodology,
mutual information feature selection method. The application of information gain to feature selection is mutual
information from the discipline of information theory. Mutual information is measured between two variables and
quantifies the reduction in uncertainty for one variable when the other variable's value is known.

The following is a summary of the idealisation of microbat echolocation [34]: Each virtual bat flies at a
random velocity v; at point x;, with a variable frequency or wavelength and loudness A;. It alters frequency,
loudness, and pulse emission rate r as it seeks and discovers its victim. A local random stroll amplifies the search.
The best candidates are chosen till specific requirements are reached. Use the following approximations in
addition to these reduced assumptions to keep things simple. In general, a range of wavelengths [min, max]
corresponds to a frequency fin a range [fimin, fmax].

A. Virtual Bats' Movement

In the simulation, virtual bats [35] must be utilised. In a d-dimensional search space, there must be specified

t+1

; and velocities

rules for updating their positions x; and velocities v;. At time step t, the new solutions X

41

v;

are provided in equ (1-3) as shown below:
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where B € [0, 1] is a randomly generated vector from a uniform distribution. Here, x+ represents the current
global best location (solution), as determined by comparing all of the solutions among all of the n bats. Because
the product Aif; is constant, it can adjust the velocity change while correcting the other factor A; (or f;), depending
on the type of problem. Depending on the domain size of the problem of interest, we utilise fmin= 0 and fmax = O(1)
in implementation. Each bat is given a frequency that is drawn equally from [fmin, fmax] at first.

Once a solution is chosen from among the existing best solutions for the local search, a new solution for each
bat is generated locally using a random walk.

Tnew — Xold to Es AI:” 4)

Where t currently comes from a Gaussian normal distribution N(0, 1), and o is a scaling factor. The scalings of
the design variables of an optimization problem under ¢ consideration should be linked. Because fi essentially
regulates the pace and range of movement of the swarming particles, the technique for updating bat velocities and
positions may resemble that of typical particle swarm optimization. BA, on the other hand, can be more effective
because it influences exploration and exploitation through frequency tuning and parameter control.

B. Loudness and Pulse Emission

Furthermore, as the iterations go, the loudness A; and the rate r; of pulse emission must be changed
proportionately. Because the loudness of a bat's call drops as it approaches its prey, and the rate of pulse emission
rises, the loudness can be set to any convenient value. We can also use Ag = 1 and Amin = 0 for simplicity,
assuming that Ani» = 0 indicates that a bat has just discovered the prey and has temporarily stopped generating any
sound. Now we have

A= @At = r0[1—exp(—yt)] ®

where o and y are constants.
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For any 0 <a< 1 and y > 0, we have

Al ort 51l ast— o (6)

We can use a = y in the simplest scenario, and we used a= y=0.9 in our simulations. The sample code,
however, does not include the modifications of A and r, which is primarily to demonstrate the importance of
frequency tuning in the bat method. The selection of settings necessitates some trial and error. Randomization can

be used to achieve varied values of loudness and pulse emission rate for each bat at first.

Class Distribution

250000 4

200000 4

150000 4

count

100000

50000 4

Class

Figure 2: Distribution of transactions per target variable

Algorithm: SMOTE algorithm

Input: Raw training dataset D
Output: Oversampled training dataset D*

1. Calculate the oversampling data size S Tand initialize D* =D

2. Identification of noise, borderline and edge samples

3. Sample importance calculation

Calculate borderline sample importance

Calculate noisy sample importance

Calculate edge sample importance

4. Synthetic minority samples generation

for j from 1 to S*

Select one sample from the borderline, edge and noise minority samples as a* with
respect to their samples importance:

Select a nearest neighbor of a*in majority and minority classes as af,, , with respect to
theirsample balance:

Calculate o value with respect to the sample importance of a* and aj,,,;

Generate the synthetic minority samples and add it to D

S. Export the oversampled training dataset D* to the classification model

For example, the initial loudness A?can be set to 1, whereas the initial emission rate 1':-] can be set to zero or

any value between T:-] (0, 1]. Only if the new solutions improve will their loudness and emission rates be changed,
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indicating that these bats are on their way to finding the best answer. We can observe that BA can capture many
characteristics of other algorithms by closely examining it. BA essentially becomes the standard PSO when the
changes in the frequency fi are replaced by a random parameter and A; = 0 and r; = 1. If the velocities are not used,

we utilise fixed loudness and rate: A; and ;. For example, when A; = r; = 0.7, this algorithm can be reduced to a
simple harmony search (HS), because the frequency/wavelength change is essentially pitch adjustment, and the
rate of pulse emission is similar to the harmonic acceptance rate in the HS algorithm. HS and PSO, in other words,
can be thought of as specific examples of BA. As a result, it's no surprise that BA is effective.

200000 Em O
-_— 1
175000 A
150000 1
125000 -
100000

count

75000

50000 1
25000 A

o

Figure 3: Balancing data after using SMOTE
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3.3 SMOTE
The credit card dataset is quite unbalanced, which has a negative impact on how well ML models perform. The
unbalanced class problem is frequently solved using the synthetic minority oversampling method (SMOTE) [36]-
[38]. By adding synthetic samples to the minority class, this oversampling strategy balances the distribution of
classes in the dataset. By eliminating certain samples from the majority class, undersampling techniques provide a
balanced dataset.

Figure 2 depicts the dataset graph before applying the SMOTE. Here legal data is more than the fraud data.

CONV3-64 CONVAIZS  CONVA2S6 CONV3-512

- Full Center Loss

Feature matrix

" - -
Convolutional POOL2 Fully Connected

Layer layer
Figure 4: Proposed architecture of Deep representation learning with FCL

So we want to balance the data from the minority class to the majority class by applying SMOTE technique.
Unbalanced data categorization remains a major challenge in the fraud detection process. Indeed, we find that one
class variable has much fewer training occurrences than the other in an unbalanced sample. The first is known as
the minority set, and the second is known as the majority set. When executing an imbalanced dataset to detect
fraudulent transactions, most classification algorithms rank the majority class with a very high accuracy rate and
the minority class with a much lower one. This means that the proposed classification model has a hard time
detecting minority class samples. Samples from the majority classes (i.e., legal transaction class) exceed those
from the minority classes (i.e., fraud transaction class) in the credit card fraud dataset, skewing the data in favour
of the majority class. The gap between the two groups of cases in the data set must be narrowed to improve the
effectiveness of categorization results.

To address the problem of class imbalance and produce a more accurate result, we use SMOTE [39-41] as a
data balancing strategy. SMOTE is an oversampling technique that produces synthetic minority class samples. It
has the potential to outperform basic oversampling and is commonly utilised. Figure 3 depicts the balanced data
graph using SMOTE which balances the fraud and legal data.

4. CONVOLUTIONAL NEURAL NETWORK (CNN)

We employ a CNN [42] to detect credit card thefts in this paper because the CNN model is good for training
huge amounts of data and includes a method to prevent over-fitting. Some domains, such as classification and
audio signal processing, have shown success with convolutional neural networks. However, the CNN model is
not appropriate for all types of data. To adjust the CNN [43] model, the feature transformations approach is
provided. Credit card transaction characteristics can be divided into various categories. And, depending on the
time window, each group has various characteristics. The deep neural network layers (e.g., CNN) for creating
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separable and discriminative representations, and the fully centre loss layer for overseeing the model training,
make up the fraud transaction detection model used in this paper.

The goal of this article is to improve the quality of those learned deep features and the performance of
fraud transaction detection by optimising the loss function [44]. The training of deep convolution neural
network layers that project the original feature space of transactions into a deep feature space is supervised by
our loss function. The goal is to condense transactions from the same class as much as possible while
separating transactions from other classes as much as possible. For this reason, we created an Full Center Loss
(FCL) that combines two types of losses: Angel Center Loss (ACL) for dealing with the separability of
transactions from different classes and DCL for dealing with the compactness of transactions from the same
class.

Convolutional layers, pooling layers, and fully-connected (FC) layers are the three types of layers [45-46]
that make up CNN. CNN architecture will be constructed when these layers are layered. There are two
additional significant factors, the dropout layer and the activation function, which are explained below, in
addition to these three layers.

Figure 4 depicts the architecture of Deep representation learning and the architecture is explained below.
4.1 Convolution Layer

This is the initial layer that extracts the different characteristics from the input data. The convolution
mathematical operation is done between the input data and a filter of a certain size M x M in this layer. The
dot product between the filter and the sections of the input data concerning to the size of the filter is taken by
sliding the filter across the input dataset (M x M).

4.2 Pooling Layer

A Pooling Layer is usually applied after a Convolutional Layer. This layer's major goal is to lower the
size of the convolved feature map to reduce computational expenses. This is accomplished by reducing the
connections between layers and operating independently on each feature map. There are numerous sorts of
pooling procedures, depending on the mechanism utilised.

4.3 Fully Connected Layer (FC)

The weights and biases, as well as the neurons, make up the FC layer, which is used to link the neurons
between two layers. The last several layers of a CNN Architecture are generally positioned before the output
layer.

4.4 Dropout

When all of the characteristics are connected to the FC layer, the training dataset is prone to overfitting.
Overfitting happens when a model performs so well on training data that it has a negative impact on its
performance when applied to new data.

4.5 Activation Function

Finally, the activation function is one of the most crucial elements in the CNN model. They're utilised to
learn and approximate any form of network variable-to-variable association that's both continuous and
complex. In simple terms, it determines which model information should fire in the forward direction and
which should not at the network's end.

5 LOSS FUNCTION - Full Center Loss (FCL)

Angle center loss (ACL) is an upgraded Softmax Loss that was created specifically for our binary
classification problem of credit card fraud detection. When compared to the softmax function, it can improve
classification ability. Meanwhile, the advantage of the Softmax Loss simplicity is preserved in ACL [47]. DCL
was first presented to quantify the aggregate of each class's deep characteristics.

—_ k
Leyn= Ez’=1(LAEI_-_z' +alpe ;) (7
where k is the number of the mini batch data used to train our deep representation learning model and is o
hyper parameter to trade off these two losses.

5.1 Angle Center Loss (ACL)
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Deep features should generally aim for the highest levels of intraclass compactness and interclass
separability. The SL of a typical CNN model is straightforward and useful in many classification tasks, but it is
useless for producing discriminative features. When utilising the original SL to resolve a binary class issue, the
posterior probability of the learned deep representation di of an input sample x; with label 0 or 1 may be
expressed as this.

0 W Tdi+bg
pu= Wodi+ho Wdi+b, ®)
W Tdi+by
pl= €)

C Whdi+boy Widi+by

The weights and biases of the softmax layer in CNN corresponding to class 0 and 1 are (W0, b0) and
(W1, bl), respectively. The last completely linked layer's output is d;. The posterior probability of d; belonging
to classes 0 and 1 are p0 and p1, respectively.

The inherent angular distribution of features learnt by the original SL has been proven. If the label y; is applied
to an input deep representation di the original SL of deep representation di may be recast as follows:

1
L ; = —log G 7 (10)
= ftmax_i (1+ E||_r[-1_-§:~l_ — _{:[Jl i+ I_rhf[ _a},hl)

where y i denotes another class different from y; in the binary classification.

The learnt deep representations of cases from various classes should retain separability as thoroughly as
feasible to provide stable classification performance. The modified SL, on the other hand, can only directly
minimise the angles between di and the related Wy i.

As a result, we create a new stronger constraint: Wy and Wy, are in opposing directions: W= Wy = Wy

Finally, ACL may be reformed as ACL with deep representation d.

Lacr: = Iﬂﬂ[l+e_:LVTd[) (1D

5.2 Distance center loss (DCL)

The separability of learned deep representations from different classes is primarily determined by DCL.
We use the centre loss in Euclidean space to quantify the compactness of intraclass deep representations,
which may be quantified by the distance between an instance and its associated centre. The deep
representation fi centre loss may be expressed as follows:

L'DI:'L_I: |di - e}'i |? (12)
where e, denotes the corresponding class center of d; with the label y.

1

We call it DCL since the original centre loss employs the Euclidean distance directly. CNNs supervised
by DCL are trainable and can be optimised using the conventional stochastic gradient descent (SGD)
approach. When training a model, the distance centre of every class is obtained by averaging the learnt deep
representations in the class in Euclidean space. To minimise massive perturbations produced by a few
mislabelled samples, a scalar is employed to restrict the update pace of the distance centres.

Blpcr i _
e =di—ey (13)

6 Experiment
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6.1 Data Sets

The first credit card fraud detection data set is available on Kaggle [48] and has been utilised in numerous
studies. The other is a set of confidential transaction data from a Chinese financial firm. Credit card transactions
of European cardholders in September 2013 are included in this data collection. These transactions are generated
in two days, and out of the total of 284 807 transactions, there are 492 fraudulent transactions. This data set is
skewed: the positive class (fraud incidents) accounts for only 0.172 percent of total transactions. This data
collection has 30 features for each transaction.

6.2 Performance Evaluation Metrics
A 70:30 train-test split ratio is utilised to evaluate the performance of the suggested technique for credit
card fraud detection. Several measures, including the Confusion Matrix, Precision, Recall, Accuracy (ACC),
AUC, and F1-score, are used to evaluate the performance [49] of the suggested technique.
The measures that were used are defined as follows.

TEP+TN
Accuracy = —— (14)
- TP+TN+FP+FN
TE
Recall = - (15)
TP+FN
. TE
Precision = (16)
TE+FP
2xPrecision+Recall
F1 score = — (17)
Precision +Recall

When combined, precision and recall are critical measures to utilise with unbalanced data (i.e., F1-score).
Precision is a measure of the number of relevant outcomes, whereas Recall is a measure of the applicability of the
resulting scale and proximity to the desired solution. A high Recall score indicates a low rate of false negatives
(FN), whereas a high Precision score indicates a low rate of false positives (FP). High Precision and Recall ratings
suggest that the classifier restores results accurately and recovers the majority of positive outcomes. As a result,
the Precision-Recall curve provides a complete picture of the classifier's accuracy and is robust even when the
data set is unbalanced. In addition to the above metrics, we use the AUC value as a general performance indicator.
The AUC is a graphic representation of the false positive rate (FPR) and true positive rate (TPR) at various levels.
AUC is seen to be a superior overall performance metric to accuracy because it is not affected by a cut-off
number. An AUC value close to one indicates a model that performs well overall. The confusion matrix is shown
in table 1.

Table 1: Confusion Matrix

True Fraud True Legitimate
Predicted Fraud TP FP
Predicted Legitimate FN TN

6.3 Experimental Results and Discussions
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On the Kaggle data set, experiments were run. To select the best features and to reduce the training time, a
transaction aggregation strategy is used for feature extraction and the best features are selected using the bat
algorithm.

We utilise the upsampling method SMOTE to produce more fraud transactions based on the real
transactions to balance the data set with a ratio of 1:1, because there are only 492 fraud transactions in the data set,
which can lead to a large variance in the test results for different models. The training set is made up of 70% of
transactions, while the test set is made up of the remaining 30%. Because of a neural network's nonlinear
characteristic combining ability, any neural network model outperforms RF. Table 2 shows the comparison of
normal and ensemble classifiers with neural networks. Figure 5 shows the comparison of various classifiers with
the proposed work

Second, our ACL beats other loss functions, implying that our ACL has a better maximum angle
separation than others. Furthermore, when ACL and DCL are combined, the performance of our models (i.e.,
FCL) improves noticeably, indicating the relevance of intraclass compactness of acquired representations. This
also demonstrates that FCL may increase fraud detection performance by strengthening deep representation
learning models and obtaining better representations. Transactions from the first month are utilised as the training
set (designated as T) and the remaining samples are used as the testing set in the experiment. Instead of testing
every sample in the testing set at once, we split it into six groups (T1 through T6), each of which included samples
from 10 consecutive days. We evaluate each of these sets of data separately in order to track performance
changes.

Table 2: Comparison of normal and ensemble classifiers with neural networks

Technique Precision (%) | Recall (%) | Flscore (%) | Accuracy (%)
Decision tree 85 88 86 95
REC 97 88 92 95
Logi.stic 90 81 85 87
regression
CNN 98 97 97 99
Table 3: Performance of different models on Kaggle’s credit card fraud dataset
T1 T2 T3 T4 T5 T6
Method | F1 Auc Pr | F1 Auc Pr | Fl Auc Pr | F1 Auc Pr | F1 Auc Pr | Fl Auc Pr
SL 0.79 | 0.78 0.74 | 0.79 0.65 | 0.58 0.67 | 0.58 0.74 | 0.71 0.70 | 0.65
LMSL | 0.79 | 0.80 0.76 | 0.83 0.67 | 0.53 0.62 | 0.61 0.78 | 0.78 0.71 | 0.62
ASL 0.80 | 0.78 0.66 | 0.84 0.67 | 0.57 0.66 | 0.64 0.78 | 0.72 0.73 | 0.70
ACL 0.80 | 0.81 0.82 | 0.83 0.66 | 0.67 0.69 | 0.77 0.81 | 0.79 0.74 | 0.67
FCL 0.81 | 0.82 0.86 | 0.88 0.74 | 0.72 0.82 | 0.82 0.85 | 0.82 0.79 | 0.82
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Figure 5: Comparison of various classifiers with proposed work
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Figure 6: Graph for Model loss and Model Accuracy

Figure 6 depicts the graph for model loss and accuracy. The loss value indicates how well or poorly a
model performs after each optimization iteration. The accuracy metric is used to interpretably quantify the
algorithm's performance. The accuracy of a model is generally calculated as a percentage once the model
parameters have been defined. Table 3 shows the performance of different models on Kaggle’s credit card fraud
dataset.

7 Conclusion and Prospectives

For credit card fraud detection, a deep representation learning model is developed, which has the advantage
of achieving good and consistent results. The proposed technique will aid in automatically detecting fraud,
uncovering hidden correlations in data, and requiring less time for the verification process than current fraud
detection methods. This is accomplished by employing the Bat Optimization Algorithm to choose pertinent and
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distinctive traits. The severely unbalanced dataset for credit card fraud is then balanced using the Synthetic
Minority over-sampling approach (SMOTE). Finally, utilising the complete centre loss function to build the CNN
model for anomaly detection in credit card data, fraud detection performance and stability are improved. The
Kaggle dataset is used to evaluate the proposed model, which produces accurate results of about 99%. The
advantages of our strategy are demonstrated by the experimental findings. There is still room for improvement,
although our loss functions can provide more consistent performance for fraud detection. For instance, concept
drift should be taken into account while evaluating the fraud detection model's performance stability. We intend to
examine the idea of a drift problem from the perspective of a loss function in the future.
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